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Preface

In today’s fractured world, governments, travel and tourism industry leaders and
the public are increasingly concerned by security threats. Rather than promoting
isolationism and responding reactively to security shocks, stakeholders must
collaborate to protect public safety while facilitating the movement of legitimate
travellers. Although governments use private companies to help optimize

travel security processes, they must deepen their engagement and increase
collaborative relationships with diverse stakeholders to maximize transformation
of the travel security system. In turn, international organizations that influence
travel regulations, as well as airlines, hotels, financial services and technology
providers selling services to travellers, must go beyond the typical industry
alliances and work with governments and each other.

Emerging technologies — from biometrics to distributed ledger to machine
learning — offer tremendous potential to transform and enhance the global travel
security system. However, individuals with malicious intent can also manipulate
technology, and technology alone will not solve the current security challenges.
As the international organization for public-private cooperation, the World
Economic Forum provides a platform for open dialogue and acts as an impartial
moderator.

Throughout 2017, the Shaping the Future of Security in Travel project convened
stakeholders in multiple day-long workshops and working calls on the topic of
digital identity to continue to shift security in travel forward. This report details

the Known Traveller Digital Identity concept as a catalytic prototype capable of
transforming the travel and tourism sector as well as medical services, education
and beyond. We look forward to implementation of this concept by stakeholders
in 2018.
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The Known Traveller

Foreword

Cross-border travel is fundamental to global prosperity and trade, the exploration of new cultures
and the exchange of ideas. Travel broadens our horizons and drives economies. With the number
of international arrivals expected to grow by 50% by 2030, we must accommodate the vast flow of
travellers despite increasing security threats, limited infrastructure and numerous layers of screening.
Currently, a secure and seamless traveller journey is not guaranteed and, if not managed well, the
travel experience and the global travel industry might suffer.

Together with its partners, the World Economic Forum explored solutions to seamless and secure
travel challenges and developed the Known Digital Traveller Identity concept as part of its project,
Shaping the Future of Security in Travel. By applying design-thinking strategies and adopting a
traveller-centric approach, constituents mapped the traveller journey and identified key pain points
for the traveller, government agencies and businesses as they interact throughout the travel process.
Fourth Industrial Revolution technologies such as biometrics, blockchain, cryptography and mobile
devices enable efforts to overcome challenges faced by stakeholders to achieve a more secure and
seamless traveller journey.

This Known Traveller Digital Identity concept is founded on the principle that an individual traveller has
control over the use of their own identity and its components. Due to this decentralization of control
over the components of their identity, a traveller can push proof of their identity information — secured
by distributed ledger technology and cryptography — to governmental and private-sector entities
throughout their journey. Access to verified personal biometric, biographic and historical travel data will
enable entities along the way to undertake advanced risk assessment, verify travellers’ identities and
provide seamless access through biometric recognition technology. All of this can be achieved without
the need to have personal data stored in one central database, which would pose too great a risk for
stakeholders responsible for securely handling personal identity information.

A working prototype of the concept demonstrating specific use cases will be showcased at the
World Economic Forum Annual Meeting 2018 to policy-makers, technology innovators and business
executives. Moving forward, the project will seek to implement a scalable pilot of the Known Traveller
Digital Identity with partner governments.

The World Economic Forum acknowledges and is inspired by the leadership of our partners whose
commitment to this project shows that this future is possible. In particular, we wish to thank Marc
Garneau, Minister of Transport of Canada, and the entire team from the Government of Canada

for having contributed to ensuring the research and prototype development has been grounded

in pragmatic public-sector experience. Together, the World Economic Forum and Accenture,
collaborating on Shaping the Future of Security in Travel, hope that this report and the prototype will
gain momentum, encouraging public and private parties to pilot and scale this concept in the coming
year.



Executive Summary

World Economic Forum focus on secure and
seamless travel

Forecasts indicate that cross-border travel will grow by 50%
over the next decade and reach 1.8 billion international
arrivals by 2030." This increase presents an opportunity

for the aviation, travel and tourism industry to further
harness the economic benefits it contributes to GDP

and job creation globally. To take full advantage of the
economic opportunities this increase in demand generates,
stakeholders must confront pressures on the traveller
journey, particularly the increased risk and related security
requirements, as well as the limited growth capacity of
travel- and border-related infrastructure. Experts suggest
that the monetary and economic costs of the current
aviation security system will reach unsustainable levels in
the coming decades. Digital innovations in travel security
coupled with multistakeholder collaboration will unlock
solutions to the challenges of today.

Traditionally, people have considered passenger facilitation
and ensuring border security to be mutually exclusive. As
presented in the 2017 report on Digital Borders: Enabling a
secure, seamless and personalized journey, incorporating
new technologies into the process will dramatically reshape
how the industry and governments manage the secure
cross-border movement of people. To do this, a cohesive
vision for the future of security in travel must include user-
centricity, digitization and trustful cooperation.

Prior research

Research undertaken with the International Criminal Police
Organization (INTERPOL) and interviews with leaders of the
12 most advanced trusted-traveller and registered-traveller
programmes revealed the impediments to achieving this
future vision through such programmes alone. Challenges
include the expensive and human resource-intensive nature
of implementation, the lack of trust between participating
countries — which results in the duplication of vetting
processes — and the low rates of adoption due to the cost
and onerous nature of the application process. As such,
governments have a limited ability to reduce bottlenecks

in screening and border management. Where registered
traveller programmes have been adopted to improve uptake
and implementation, determination of initial assessments
remain dependent on the legacy system of risk-levels based
on country of origin.

Digital Identity as a lever for change

A paradigm shift towards a Known Traveller Digital Identity
concept will radically transform the way in which legitimate
travellers are securely and seamlessly facilitated across
borders and bring to life the ideas discussed in Digital
Borders. The concept focuses on the use of traveller-
managed digital identities, which will enable governments,
in partnership with industry leaders and passengers,

to conduct pre-vetting risk assessment and security
procedures to enhance the seamless flow of travellers
through borders. Security officials will redirect attention
and resources to identifying threats, thus contributing to
improved geopolitical security worldwide. The Known
Traveller Digital Identity concept provides multiple
applications for government and industry, across and
beyond the travel and tourism sector, to provide more
personalized and value-added services to travellers.

Emerging technologies for achieving the paradigm
shift

To support the development of this concept, Fourth
Industrial Revolution technologies will shift the Known
Traveller Digital Identity from a concept to a reality:

1. Distributed ledger enables trust in the network without
the control of one central authority

2. Cryptography allows an appropriate level of security in
authorization and sharing of information

3. Biometrics connect the physical and digital world and
ensure the legitimate use of identity information

4. Mobile interfaces and devices allow travellers to carry
their digital identity with them and to choose to share it
accordingly

In addition, the growing adoption and use by state and
non-state entities of electronic passports (ePassports) could
provide the means to unlock new ways to facilitate the
low-risk traveller’s journey, while still ensuring high levels of
security. As expected with emerging technologies, sufficient
evidence to identify the one “best” solution does not yet
exist. Every technological decision taken in designing such
an innovative concept must be considered in terms of its
anticipated advantages and disadvantages. Pilot tests of a
prototype developed to try out these technologies will take
place in 2018 in both a lab and real-life environment.

Unlocking the potential of digital identity for secure and seamless travel 5



Institutional relationships for driving change

The drive to achieve change must observe three key values.
First, governments must commit to adopting individualized
risk-based assessments of travellers. In doing so, they will
more efficiently identify and process the large majority of
travellers who are low risk. Such pre-vetting saves time,
which can be better spent concentrating on the detection of
risks and threats. Second, pursuit of global interoperability
cannot take precedence over governmental sovereignty in
decisions about their citizens’ security. The Known Traveller
Digital Identity concept preserves the right of governments
to make their own immigration and security decisions

while upholding the principle of proportionality. Finally,

the traveller must be given the opportunity to move from
playing a passive role to one of active partnership in the
security process. By self-selecting the sharing of their digital
identity, travellers will be integral to the security process and
experience the reward of a more personalized and seamless
journey.

Recommendations

The Known Traveller Digital Identity concept is the first

step towards achieving this systemic shift in travel security.
It serves as the catalyst for the necessary, subsequent
multistakeholder actions that will help us achieve our shared

6 The Known Traveller

vision for the future of travel. Proposals for moving this from
concept to prototype to impact include:

A. Act now: Stakeholders must pilot the prototype
policies, processes and technologies, adapt them
iteratively and work to balance the inclusion of
technological breakthroughs with ongoing progress
and convergence based on what is currently available.
To expand, pilots should be rolled out in additional
locations that are geographically and economically
varied in context.

B. Build momentum: Service providers and authorities
must design systems taking into account the traveller’s
intrinsic values and preferences to encourage
behavioural change and adoption. Stakeholders should
articulate sustainable and trusted business models for
delivering Known Traveller Digital Identity capabilities
and infrastructure.

C. Sustain a supportive policy framework: There is
a need to map, socialize and encourage adherence
to global standards and recommended practices.
Stakeholders must contribute to defining the guiding
principles for the use of new technological choices and
the use of advanced data analytics for risk assessment.
At all times, cybersecurity and personal privacy must be
preserved with the highest integrity.



1. Increasing pressures on security

In travel

“Innovation is key to enhancing global
competitiveness, mobility and productivity.
Technological advancements provide
opportunities to make security for air travel
more efficient while improving the traveller
experience.”

Marc Garneau, Minister of Transport of Canada

The aviation, travel and tourism sector is under pressure
because of the growing number of travellers, increasing risk
and security requirements and infrastructure capacity limits.
These pressures hinder a secure and seamless cross-
border traveller journey and cause various pain points for
governments, businesses and travellers. Experts predict
that the combination of these pressures on the international
travel experience will reach a tipping point, putting at risk
the future growth of the industry. Particularly with air travel,
commentators expect the monetary and economic costs of
the current aviation security system to reach unsustainable
levels over the next 15-20 years? as the number of air
travellers and the scale of air cargo continue to grow.
However, digital innovations in travel security will unlock
significant change and value, and the industry needs to act
now.

“Public-private partnerships have recognized
value in the continued effort to improve
efficiency of border processing. These
collaborative efforts provide for government
to benefit from research and innovation of the
private sector to further expand both the pool
of trusted traveller passengers and the travel
experience at large.”

Matt Hayden, Deputy Assistant Secretary (acting), Private Sector Office, US
Department of Homeland Security

Beyond the immediate efficiency gains of digitization of
the travel journey, emerging technologies can be used

to unlock changes in policy design and the mechanisms
government agencies use to ensure the secure movement
of people across borders. The concept presented in this
report proposes using available Fourth Industrial Revolution
technologies to demonstrate the ability to re-engineer

the border-crossing experience. This redesign advances
pre-travel and risk-based passenger screening by enlisting
industry partners and travellers in the process, which will
facilitate a more secure and seamless travel journey.

Unlocking the potential of digital identity for secure and seamless travel
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Figure 1: Growth in international arrivals®

Travel and the global economy

The aviation, travel and tourism sector provides global economic development and job creation and is a major contributor
to prosperity throughout the world. In 2016, it directly contributed $2.3 trillion in GDP and sustained 109 million jobs
worldwide. When the scope is expanded to include the wider effects on industry and society at large, the sector
contributed $7.6 trillion in GDP and supported 292 million jobs in 2016 in the global economy. This is equal to 10.2% of the
world’s GDP and approximately 1 in 10 of all jobs.”

Increasing growth in international travel

The inexorable rise in the global movement of people shows
no sign of abating.® The World Tourism Barometer* records
that international traveller arrivals totalled 1.2 billion in 2016
and are expected to reach 1.8 billion by 2030, resulting in
an expected compound average growth rate (CAGR) of
approximately 3% (Figure 1). The aviation, travel and tourism
sector, which saw 46 million more international travellers in
2016 than in 2015, has experienced a period of sustained
uninterrupted growth for the past seven years, highlighting
the industries’ resilience.®

Increasing risk and security requirements

The challenge for border management agencies has
always been to facilitate international trade and travel

for the majority of people crossing borders for legitimate
reasons while preventing illegal movement.? In little more
than a century, international travel has changed from a
journey that did not require a passport and involved minimal
security screening to a process with a progressively greater
number of security measures.® Security is increasingly the
focus for international travellers and border agencies as a
result of growing turmoil and uncertainty due to geopolitical
tensions, complex international security policies, the threat
of terrorism and the rise of global pandemics.
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Table 1: Pain points in the traveller journey

Traveller journey Pain points

Visa application* -
and screening _

Uncertainty about visa process requirements

Uncertainty about border guard interaction at immigration
— Too many documents to be shared with embassies

— Lack of integration between physical and digital identity

congestion

Booking — Previously provided information is not reused

— Inconsistent management of identity information

— Data entry errors may go undetected
Security — Differences in screening procedures create anxiety for passengers
screening — Capacity constraints at security checkpoints

— Lack of knowledge about travellers results in resource-intensive approach to passenger screening and

Departure gate -
and exit control

Issues over the right to be forgotten**

— Compliance for departure: border authorities know who exited and who overstayed their visa
— Some countries do not have a clear exit strategy

Arrival and -
border security

optimization of the security process

— Policy constraints on operations

Admissibility determination process results in long queues at immigration
— Current positioning of airport screening process spoils the traveller experience and the overall

— Lack of government personnel and technological resources to meet demand for services

This instance refers to the traditional visa process, which involves in-person proofing and consular/foreign office interaction. Today there are many

examples of more seamless visa waiver processes with eVisas (e.g. ETA and ESTA).

*%*

In the EU’s new General Data Protection Regulation (GDPR) regulation, as of 2018, an individual is enabled to request the deletion or removal of

personal data where there is no compelling reason for its continued processing.

Digital opportunities in travel security offer
significant value potential

While a seamless traveller journey is under increasing
pressure, security remains a central concern across the
aviation, travel and tourism ecosystem.'® The Fourth
Industrial Revolution fuses the physical and digital worlds
while revolutionizing the way global leaders think about
security and global connectivity.”” This has prompted a rise
in border automation technology, enabling the more efficient
processing of travellers at points of exit and entry. Beyond
automation, the capabilities of advanced technologies
such as biometrics and predictive analytics make possible
a complete redesign of traveller-screening processes,
increasing the ability to screen passengers in advance and
clear low-risk travellers at a rate faster than ever before.

As illustrated in Figure 3, between 2016 and 2025 the

value at stake of utilizing Fourth Industrial Revolution digital
technologies to improve safety and security in travel is
estimated to be $10 billion across airlines, airports and hotels
($7 billion for efficiency gains and $3 billion from increased air
traffic).'® For the same period, it is estimated that the value

to society would equal $20 billion in time and cost savings,
and a rough estimate of $120 billion savings due to the
avoidance of the economic costs of a major attack.

10 The Known Traveller

“The shift to a digitalized society presents

a major opportunity to give travellers an
optimal and safe experience, balanced against
ongoing security demands and infrastructure
pressures. As an industry we must grasp it.”













3. The Known Traveller Digital

Identity Concept

The Known Traveller Digital Identity concept will be central
to enabling a more secure and seamless traveller journey. It
provides the opportunity for law enforcement, immigration
and aviation security officials to request and receive verified
information from travellers far sooner in their journey.
Receiving this earlier allows for a process redesign that
shifts authorities towards increased advanced passenger
screening and the clearance of low-risk travellers. In turn,
officials will have more time to focus their efforts on vetting
passengers who are less well known or who raise more
concerns.

The concept is based on the idea that an individual is

in control of providing specific identity information (e.g.
biometric, biographic and travel history) to governmental
and private-sector players along the journey, such as border
control agencies, car rentals, hotels and airlines, for risk-
profiling, verification and access (Figure 4). The traveller

can select which information is shared for a specific time
according to the authority or private entity’s requirements

to access the services. The identity of the traveller is
authenticated through biometric verification and protected
by distributed ledger technology and cryptography. The
concept is not tied to a particular product, is modular,
scalable and based on internationally accepted standards to
ensure trust in the technology.

“Getting actionable police information,
including biometrics, into the right hands at
the right time is INTERPOL’s priority. Initiatives
such as I-Checkit, that build bridges between
the public and private sectors to develop a
stronger global security architecture, have
proved that we don’t need to reinvent the
wheel, we just need to make it fit for purpose.”

Furthermore, the technology connects with the identity
providers’ own legacy systems, as well as with national
systems connected to the International Civil Aviation
Organization Public Key Directory (ICAO PKD), which is the
trusted global source of identity providers’ digital signature
information, to ensure traceability to the trusted source.
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Exploiting the benefits of ePassports

The rapid adoption of the electronic passport (ePassport)
by states presents opportunities to enhance the security of
border management, while facilitating travel for document
holders. The passport’s contactless chip contains
biographical data of the passport holder and a digital
security feature in the form of a digital signature that seals
this data and ensures its integrity and authenticity. Indeed,
one of the core benefits of issuing ePassports is to provide
border officials with the ability to electronically validate the
integrity and authenticity of that document, whether it has
been altered and whether or not it has been issued by the
right authority.

This electronic validation is done by checking the digital
signature contained in the contactless chip, which means
verifying the digital certificate chain used by the state for
sealing the biographical data. To perform the electronic
validation of an ePassport, border authorities would need
to collect other states’ digital certificate chain information,
which, for security reasons, changes regularly. With more
than 100 states now issuing ePassports, undertaking these
types of exchanges bilaterally would be complex, inefficient
and highly susceptible to mistakes. The ICAO PKD has
been established to play the role of trusted global source
to facilitate this exchange, providing an efficient and trusted
means for states to upload their own digital certificate chain
information and download that of other countries. ICAO
PKD members using PKD validation at their borders are
both demonstrating their commitment to border security
and facilitating passage of low-risk ePassport holders.

The Known Traveller Digital Identity concept is designed

to enable the voluntary sharing of information whereby the
individual builds up trust in their digital identity. To build a
trusted “Known Traveller” status, travellers need attestations
— authenticated claims as declared by a trusted entity — to
be added to their Known Traveller Digital Identity each time
a trusted entity — such as a post office or a governmental
or educational institution — verifies a claim. In this concept,
these attestations are the backbone of trust and the basis
of reputation and, ultimately, how security decisions can be
made.?® Examples of attestations are proof of citizenship in
country X, an educational degree from college Y and proof
of vaccination for viral disease Z. In the future, country A
might authorize a traveller to enter the nation based on a
previous risk assessment and the resulting attestation by
country B.















Table 4: Value proposition of a Known Traveller Digital Identity

Concept enables Value for secure travel Value for seamless travel
Pre-trip
1 Pre-trip planning
2 Visa application and — Online visa/travel — Verification — Effective time
screening auth.onzat»on —  Access validation —  Emotional needs
application — Risk assessment (real time, repeated <24 - Ability to adapt
hrs prior to departure) - Information required
— Stakeholders involved
— Process components
3 Booking —  Auto-fill identity - Verification - Effective time
information - Risk assessment (PNR, general risk score) - Information required
4 Airline check in —  Self-check-in - Verification - Effective time
— Risk assessment (based on Advance —  Information required
Passenger Information)
On trip
5 Transport and parking
6 Arrival at airport
7 Luggage drop-off —  Self-drop-off — Verification — Effective time
— Emotional needs
8 Security screening — Individual security -~ Verification — Effective time
assessment — Risk assessment (final before departure, - Emotional needs
includes behavioural detection and security —  Ability to adapt
enforcemeat) —  Ability to predict
9 Departure gate and — Individual security — Verification — Effective time
exit control assessment - Risk assessment (final before departure, - Emotional needs
- Seff-exit includes behavioural detection and security | _  Apjlity to adapt
- Self-boarding enforcement) ~ Abilty to predict
— Access validation
10 | Inflight
11 | Arrival and border - Individual risk ~ Verification - Effective time
security assessment —  Access validation —  Emotional needs
- Risk assessment - Ability to adapt
—  Ability to predict
—  Information required
— Stakeholders involved
— Process components
12 | Luggage reclaim and — Secure reclaim — Verification — Emotional needs
customs
13 | Transport to hotel
14 | Check-in at hotel —  Self-check-in -~ Verification — Effective time
— Risk assessment (for example, where
industry partners can participate in
programmes like |-Checkit — see call-out
box)
15 | Activities at destination
After trip
16 | After stay — Individual risk rating | — Risk assessment (risk of overstay and — Emotional needs
whether individual left the country and acted | _ Ability to predict
appropriately on visit)

Unlocking the potentlal of digital Identity for secure and seamless travel



INTERPOL I-Checkit

[-Checkit is a screening solution that complements and enhances national border security systems and is a valuable
example of the cooperation potential between public and private sectors. It allows trusted partners in the private sector to
collaborate with the law-enforcement community to conduct advanced passenger checks in real time against INTERPOL's
database of stolen and lost travel documents. Given the ease with which terrorists, organized crime groups and travelling
sex offenders are able to access regularized travel routes, there is a pressing need for further expansion of I-Checkit.

Table 5: Suggested key performance indicators (non-exhaustive)

# Driver Description Measurement | Example metric
1 Effective time Time spent on value-added activities Quantitative — Process time for X number of travellers
(customer or business value add) for each step
2 Ineffective time Time spent waiting (non-value add) e.g. due Quantitative — Process time for X number of travellers
to resource efficiencies for each step
3 Physical needs Ability to adhere to physical needs regarding | Qualitative — Level of satisfaction (1-5)
amenities, environment and accessibility
4 Emotional needs Ability to adhere to emotional needs Qualitative —  Level of satisfaction (1-5)
regarding a just and fair process, ability
to influence, intuitiveness of process and
hospitality
5 Ability to adapt Ability to adapt to group or individual needs Qualitative —  Number of complaints
—  Severity of complaints
6 Ability to predict Ability to predict group or individual needs Qualitative —  Number of complaints
—  Severity of complaints
7 Information required Information required as determined by Quantitative —  Number of input requirements
numbgr of input requirements, diﬁ?culty of —  Level of difficulty
adhering to requirements and clarity of the Level of satisfacti
input requirements - Levelorsatisiaction
8 Stakeholders involved | Covers the number of stakeholders involved | Quantitative —  Number of stakeholders
and the interdependencies between these — Number of interdependencies
stakeholders -
—  Number of officials per traveller per
transaction or per unit of time
9 Process components | Components in a process as determined by Quantitative —  Number of links
the interdependencies of steps, number of — Number of repetitive steps
mandatory steps and repetition of steps
10 |dentification Ability to perform match of an individual; the Quantitative — % of correct match (TPIR, TNIR)
person themselves is token for one-to-many —  Time required to perform match
(1:N) in crowd identification
— Cost per match
11 Verification Credential provided is token for verification of | Quantitative - % of correct match (TMR, TNMR)
that person; considering the a_uthenticitquf —  Time required to perform match
credential, number of credentials and ability Cost tch
to perform 1:1 match - Lostpermatc
12 Access validation Admissibility is determined by cognizant Quantitative — % of correct match
authority based on information that includes —  Time required to perform validation
a form of risk assessment (e.g. traveller is Cost lidati
authorized to access a country or a specific - Ost per validation
service/enter a venue
13 Risk assessment Contains prediction of risk and validity of the | Quantitative — % data available
assessment. Risk assessment is based on: — 9% data error (false alarms, misses)
(1) internal holdings; (2) shared identity - Time reqwreld t(? process
information; and (3) data sharing with — % decrease in fines and/or costs
external entities. to airlines for incorrectly boarded
passengers
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4. Paradigm shift to a digital identity

Several digital identity concepts exist today. Each exhibits
varying degrees of user control and differs in the extent to
which it is tied to a specific product (“vendor agnosticism”).
Control by the user allows individuals to manage information
compiled about themselves and make decisions on when
and with whom they share it (as per the requirements of the
relying party). The degree to which a digital identity concept
is vendor-agnostic depicts the degree to which gaining
access to the information and verification of the identity
does not rely on any specific vendor or use of that vendor’s
technologies.

Figure 8 shows the landscape of current digital identity
initiatives.?® Many do not allow for full independence or
control by the user. The initiatives are predominantly
point solutions — that is, fixes that address very specific
use cases, such as identity verification for banking. The
opportunities for re-use in a travel context initially seem
limited but may need to be explored further. Nonetheless,

the framework demonstrates a shift towards self-control
and vendor independence, two important design principles
integrated into the Known Traveller Digital Identity concept.

When adopting the Known Traveller Digital Identity concept,
authorization to travel to or enter a foreign country will be
based on the individual traveller and their assessed level

of risk rather than a blanket risk level primarily based on

an individual’s country of origin. Enabling the individual,
when requested and at their own discretion, to share their
personal information with selected entities in the traveller
journey is a key element in encouraging the shift to a
traveller-centred secure and seamless travel experience.
The pre-emptive sharing of identity information allows

for the personalization of services for travellers, while
importantly allowing entities that receive the information to
use it in advance and to expedite administrative or security-
screening processes for the traveller.

Figure 8: Non-exhaustive overview of Digital Identity initiatives®®
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A self-sovereign identity

A self-sovereign identity is “owned” by the individual. As owner, the individual has access to, can refer to and share
components of this identity at their discretion. While certain components of the identity are established by issuing
authorities (i.e. passport number, bank details), the individual must consent to the sharing of their identities and any related
data. This is achieved by individuals securely storing their own identity data on their own personal devices and providing it
efficiently to those who need to validate it, without relying on a central repository of identity data.?®

Critical to this paradigm shift is the maintenance of a Transport Association (IATA) and ICAQO. As highlighted in

delicate balance between a more secure and seamless the design principles, the Known Traveller Digital Identity

traveller journey and an individual’s right to privacy. Many concept should adhere to established best practices and
individuals today are sceptical of sharing vast amounts requirements that allow travellers to act autonomously

of personal data with authorities. We need to thoroughly and to share similar Advance Passenger Information and

consider the design of technologies that allow the sharing of | Passenger Name Record data with authorities in addition to
identity information, or proof of identity claims, to ensure that | more granular — optional — information earlier in the journey.
governments request, receive and use data with sufficient
proportionality. In line with the design principles formulated, | “In the Netherlands we have seen the value of
the future of security in travel must include a system that ‘digital borders’ and automated border control

|nd|vl|d'uals ca'nlundgrstand. People mgst be aware that technologies. We believe the real security
providing their identity and travel data in advance not only

expedites security and leads to a more seamless journey, value could be realized through knowing

but also contributes to greate safety for the broader public. | More about passengers before they travel
through programmes such as RTP-NL that
International guidelines and standards exist for Advance enable travellers to be willingly ‘known’ and

Passenger Information and Passenger Name Record processed by authorities.”
data and are developed and maintained jointly by the
World Customs Organization (WCQ), the International Air

Digital identity

Digital identity is the unique representation of a subject engaged in an online transaction. A digital identity is always unique
in the context of a digital service, but does not necessarily need to uniquely identify the subject in all contexts. In other
words, accessing a digital service may not mean that the subject’s real-life identity is known.*® Currently, many nations
uniquely identify their citizens and residents and provide them with a type of digital identity in the form of an ePassport.
Travellers use ePassports to make identity claims at host countries, enabling other countries to access the traveller’'s
personally identifiable information (PIl). These are digitally signed by the issuing authority and include a mandatory facial
biometric (finger and iris are optional).

Proportionality in relation to data protection®

Proportionality as a principle expects authorities to strike a balance in the exercise of their powers between the means used
and the intended aim. Where rights to protection of personal data are concerned, proportionality requires that any limitation
on this right must be justified, such that only the personal data adequate and relevant for the purposes (and intended
advantage) of the processing is collected and processed.
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A non-blockchain distributed ledger

Distributed ledger technology shows great potential for a self-sovereign Known Traveller Digital Identity since inherently

it is distributed and sustainable, indelible, transparent and auditable, orchestrated and flexible, consensus-based and
transactional.®® Alternative to the blockchain, a non-blockchain distributed ledger could also fit the principles. For example,
R3's Corda has many of the necessary elements for self-sovereign digital identity systems — coordinated workflow, digital
signatures and rules about data evolution.®” Another example is X-Road, the data-exchange layer for information systems
of the Estonian government. X-Road creates a technological and organizational environment that enables a secure internet-

based data exchange between information systems.%®

For the Known Traveller Digital Identity concept, blockchain
is used to implement the distributed ledger, although
alternatives are available. Blockchain refers to the data
structure comprising cryptographically linked data blocks.*
It implies an ability to verify reliably the contents of the
blocks but does not imply a distribution of any kind.* The
combination of a blockchain, to cryptographically link data
blocks, and distributed ledger technology securely transmits
information without the control of one central authority.

Essentially, it is a distributed database whereby a blockchain
serves as a public ledger that can never be erased or
rewritten. Entries can be altered but not deleted from a
blockchain-based distributed ledger. Data can be changed
only if consensus is gained among network participants

that a proposed transaction is correct and valid. The chain
is immutable because every new block in the data store
also contains a hash of the previous block in the chain. The
longer the chain, the more secure and harder it is to break.*!

Table 6: Principles of a self-sovereign digital identity concept®

Key values Concept adheres to principle 0 indicates lowest value of the technology to
adhere to principle, 4 is high
% g
% gz ° o8
s & £ o]
23 55 |8 $3
Personal Protection
The right of users must be protected when there is a confiict
(secure) between the needs of the network and the right of individuals; ©o ©000 o ©
the latter should be the priority
The identity —
information must glmlmzatlo?d . be minimized
be protected 'sclosure of claims must be minimiz
from unintentional eeeo ® ® oo
disclosure
Portable Interoperability
Identities should be as widely usable as possible oo © ©000 o0
The identity owner
must be ableto | Transparency .
use their identity The system and its logic must be transparent in how they
data wherever function, how they are managed and how they are kept up to 0000 |0 o0
they want and qate
g;,t Ze tgig r’g,to a Transportable
pr ogvi der O9Y | Al information about identities must be transportable; the Q00 Q Q00 Q0000
identity must be held by the user, and not by a third party
AccessUsers should have direct access to their own identity
and all related data; all data must be visible and accessible Q00 Q0 Q00 Q00
without gatekeepers
Private Existence
Users must have an independent existence; it can never only Q000
(control) exist digitally
The identity owner | Control
must be ,-rt,y control | Users are able to push selected data to selected entities oo oo oeoo
of who can see Consent
and access their . o .
Users must provide consent to the use of their identities and
data and for what ) o 00 0000
purposes the sharing of related data
Persistent Persistence
The identity lives | Identities must be long-lived, at least for as long as the user 000
with the individual | desires, but it should not contradict a “right to be forgotten”
from life to death
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Table 7: Types of distributed ledger architectures*®

Permissionless public ledger Permissioned public Permissioned private ledger
(consortium) ledger
Rationale | Consensus-based Permission-based Permission based
Decentralized: cuts out the Logical decentralization: a Centralized: includes an intermediary, where one
intermediary few selected nodes, known node writes and verifies each transaction; the node
Peer-to-peer transactions entities, are predetermined to can ohqose who has read access (read access can
control the system and ensure | be public)
Each transaction is verified and consensus
synced with every node affiliated
Fully decentralized security and
control
Pros + Completely open, everybody is + Requires an invitation and + Participants need to obtain an invitation
allowed must be validated by (a set or permission to join
L ) of rules) put in place by the o ) o )
+ Incentivizing mechanism to network starter Restrictions on who is allowed to participate in
encourage more participants to the network
join the network + Permits greater scalability ) o
in terms of transactional Permits greater scalability in terms of
+ High security, every transaction throughput transactional throughput
is public and users can maintain )
anonymity + Enables fast transactions Enables fast transactions due to greater
due to greater efficiency efficiency
+ Full transparency ) o
+ Transaction privacy + Greater privacy due to restrictions on read
+ Censorship-resistant possible permissions
+ Tamper-proof
Cons - High computational power - Lower decentralized - Lower decentralized security
needed for Proof of Work due to security ) ) )
lack of trust - Undesirable censorship possible
- Not fully resistant to o ) )
- Little to no privacy for censorship - Limited risk of data tampering
transactions due to openness ~ Requires trust in known - Requires trust in one entity
- Higher costs entities
Examples | Bitcoin, Ethereum Hyperledger, Ripple R3 CEV, DAH

Automated teller machine (ATM) network

An ATM network is a “public permissioned” distributed ledger design. Essentially, anyone can use an ATM (it is public), but
only those who have been given special permission can add a new ATM to the ATM network (permissioned).*®

Public-private key cryptography

A public key infrastructure (PKI) enables secure digital
authentication and signing.*” In public-key cryptography,
information is secured with a “keypair”, consisting of a
public key, which is visible to everyone, and a private key,
which is visible to and controlled only by the identity owner.*
With the private key, a public key is generated together

with hashed additional meta-information, which creates the
pointer address. This address is visible to the participants in
the network; however, the private key cannot be generated
from the public key, making authentication secure. Because
the pointers are stored on a blockchain, each identity owner
may serve as its own root authority — an architecture referred
to as decentralized public key infrastructure (DPKI). These
pointers achieve global uniqueness without the need for a
central registration authority. This comes, unfortunately, at
the cost of human memorability. The algorithms capable of
generating globally unique identifiers automatically produce
random strings of characters that have no human meaning.
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This demonstrates the axiom about identifiers known as
Zooko’s Triangle: “human-meaningful, decentralized, secure
— pick any two”.*® A combination of all three is, for now,
considered impossible.

“The security and safety of all travellers is

the top priority for all stakeholders. Knowing
who your customer is at all times is a critical
component to ensuring the attainment of

that goal. But it must be done within the
constraints of existing laws and regulations
governing personal data and privacy. These
critically important objectives can be achieved
by utilizing advanced technologies to achieve
privacy and security by design.”







Biometrics

Today, validating identity claims is the cornerstone of
effective aviation security and border management. Many
security and border management agencies rely on text-
based information derived from the document the traveller
presents to validate passenger manifests, conduct watchlist
checks and determine those who have overstayed their visa.
However, there is no certainty that the individual presenting
the documents is the legitimate holder.

There are three primary methods of digital authentication:
something you know, a password such as a PIN code;
something you have, a smartcard like a hardware token
generator; and something you are, a biometric such

as fingerprints. Other authentication methods include:
where you are, geo-location; and how you are interacting,
behavioural biometrics, for instance, keystroke dynamics.

|ATA’s One ID Initiative

Biometrics are used to connect the digital identity with the
physical world. The authentication of identity claims is the
foundation of trust-based relationships. Modern security
systems are contingent on successfully validating identities
to grant or deny access rights and privileges based on
assurance levels associated with an established identity.
The introduction of biometric systems for authentication
offers the opportunity for travellers to connect their physical
identity with their digital identity®® and verify that an individual
who provides a claim to an identity can in fact provide proof
of that claim. One ID, an initiative led by IATA, investigates
the transformative use of biometrics to enable an airport-
specific, friction-free process, providing a more seamless and
personalized airport experience.

When using biometrics, it is crucial to safeguard privacy
and security since, unlike a password, a biometric cannot
be changed when compromised.®' Biometric recognition
has proved to be more effective than humans in its ability to
rapidly and accurately determine individual admissibility.*2

IATA's One ID initiative seeks to introduce a streamlined, friction-free and passenger-centric process that allows an individual
to assert their identity, online or in person, to the required level at every process step in the end-to-end passenger journey,
while maintaining the privacy of personal data. The concept relies on a single capture and controlled distribution of passenger
data among the various stakeholders on an authorized-to-know basis. If a passenger’s identity can be confirmed at every
touchpoint, it will become easier to deliver a more personalized customer experience, while enabling significant improvements
in operational efficiency and security. To achieve this, true collaboration between stakeholders will be paramount.

Currently, the use of a facial biometric is the common
means of verification. With technological advancements,
the biometric used throughout the traveller journey

might change in the future. The characteristics listed

in Table 8 provide guidance for assessing the fithess

of a biometric trait. In the future, other biometrics from
emerging modalities, including 3D face, DNA, gait and
electrocardiogram, show potential as a means of connecting
the digital and physical world and enabling a secure and
seamless traveller journey. The acceptance of the use of
these biometrics may change depending upon the user’s
ability to control when their identity is authenticated and
what information is linked to their identity.

“Biometric authentication technologies are
the key to digital transformation in air travel,
enhancing the security process and enabling
a personalized, seamless flow. They have the
possibility to transform our daily lives beyond
travel.”

Biometrics at borders

Border management agencies can benefit from using biometrics-enabled digital identities to improve the passenger

experience while maintaining safety and security: %

—  73% of citizens believe using biometrics to verify the identity of everyone crossing borders would increase security
- 62% of citizens would share biometric data to improve border security
- 58% of citizens say they would share biometric information to make border processing faster and more efficient.
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Table 8: Comparison biometrics (0 is low, 4 is high)®

Biometric Finger- Face Iris Voice Vascular Signature
print

Identification of individual Distinctive | Distinctive Distinctive features | Physiological | Vein patterns, | Behavioural

through features features of in the pigmented & behavioural | usually in the | modality,
on the face portion of the eye aspects of back of the typically
fingertips separating the the voice hand, the only

pupil from the palm or the used for
white sclera finger verification

Accuracy: False | identficaon | @@ @ @ (Y0 o000 o0

acceptance or

rejection rate in

Universality: presence of

the trait in all members of the 000 Q000 000 000 0000 000

relevant population

Stability: permanence of the

trait over ageing, disease, 000 000 0000 000 0000 000

injury

Collectability: ease by which

good quality samples can be 00 0000 000 o0 000 o0

acquired

Resistance to

circumvention: vulnerability of 00 o0 000 o0 000 00

the modality towards fraud

Acceptability: user

reservations around the use of Q0 Q00 Q0 000 00 Q000

a specific modality

Usability: ease of user

interfaces with a system 000 0000 000 0000 0000 000

Cost: hardware/software cost

of collecting a sample, then 000 0000 00 0000 000 000

deduplication

Overall score 000 000 000 (0]@) 000 (e]e]

Mobile interface

In the short term, a mobile interface is seen as the most
convenient way to generate private keys, to send public
keys to issuers and to hold digital records with the

corresponding private key or decentralized identifier.®® The
mobile identity application should give users holistic visibiltiy
of their digital identity components and supply an interface
through which they can provide them to government and
private entities. Users will benefit from having control over

multiple components of their digital identity as it allows

for these components to be packaged, transmitted and
handled through a variety of channels and mechanisms,
depending on the requirements of the service they wish
to access. The identity information shared with a border

management agency will be very different from the identities

required at other points in their trip — for example, when

accessing transport services.

It also gives individuals the opportunity to actively,
autonomously and conveniently manage the usage of

their digital identity. This management should include the
ability to review interactions with services and help users

understand the wider implications of identity-sharing for their
privacy and personal security.

The mobile interface may receive push messages with
requests for consent to share personal information with
receivers for any given time. In this respect, the mobile
device acts as a user interface to interact with the network.
A mobile interface can be anything ranging from a mobile
phone to a smart watch to augmented reality glasses.
Ultimately, there may be other ways to receive these
requests — for example, through screens conveniently
positioned at airports prior to departure, which show a
personal message when someone walks by.

Not every traveller is expected to have a mobile device.
Therefore, alternatives should be provided to enable
individuals to consent to sharing their information. In
addition, there is much variety in the types of mobile
interfaces, requiring broad compatibility of the technology
behind the concept. Widely used technology standards
are most promising if a critical mass of adopters is to be
reached.
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General considerations

A number of issues still need to be addressed regarding
privacy, security, governance, technology and protocols,
policies and standards. Stakeholders will need to continue
to work together to address questions such as:

As technologies continuously evolve, how can

we ensure that we take these developments into
account and make the right choices regarding which
technologies are incorporated?

Interoperability relies on interchange protocols, data
schemas and governance. How might we engage the
relevant stakeholders in the ecosystem and come to
agreed standards?

Use case of smart contracts in uPort concept

The purpose of having a proxy contract as the core identifier is that it allows the user to replace their private key while
maintaining a persistent identifier. If the user’s identifier was the public key corresponding to their private key, they would
lose control over their identifier if they were to lose the device where the private key is held. In the case of device loss, the
controller contract maintains a list of recovery delegates who can help the user recover their identity. These delegates can
be individuals, such as chosen friends and family members, or institutions, such as banks and credit unions. A quorum of
delegates is required to let the user recover their identity and connect it to a new device.%

Rising privacy concerns

In April 2016, the European Parliament approved GDPR, which is designed to improve the security and privacy of personal
data in the EU and which requires control of personal data to rest with the individual.
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How do we ensure General Data Protection Regulation
(GDPR) compliance? Are current cryptographic
expression mechanisms up to the task?

What does the financial structure for a Known Traveller
Digital Identity system look like? Are the right incentives
in place to maintain, exploit and adapt the infrastructure
for all actors?

What specifications, protocols and implementations

of applications, services, packages and libraries that
ensure interoperability across systems and providers
already exist, and what new aspects may need to be
developed?

How do we define the contractual arrangements
(smart contracts) between parties that are used to
add attestations to the digital identity and enable more
granular decision-making about access control?





















To enable a scaling up, it is critical to exploit network
effects and broaden applications of the concept to

entice not only travellers but also the public and private
sectors to opt in. Leaders at an official and political level
in different ministries need to collaborate in support of
the concept intergovernmentally and with international
organizations such as INTERPOL, ICAO, WCO, the UN
High Commissioner for Refugees and the International
Organization for Migration. There needs to be robust
engagement with the travel industry — including airlines,
shipping companies, port operators, hospitality and other
travel and tourism service providers. There also needs to
be trusted private-sector engagement to ensure the most
effective use of new and emerging digital technologies and
support for the transformation that would be required.

Digital identity at the World Economic Forum

A Known Traveller Digital |dentity shows great potential

for use beyond travel, such as in healthcare, education,
banking, humanitarian aid and voting. To raise the concept
beyond occasional cross-border travel, the pilot must exploit
the network effects associated with the platform economy
and highlight to users the potential broad range of everyday
applications. By 2020, the Known Traveller Digital Identity
concept should be ready to expand beyond the traveller
journey and made available to a wide audience, noting that
broad adoption is crucial for the success of the concept.

The Forum has recently embarked on an initiative in partnership with Accenture to develop a framework for digital identity
for use beyond travel and takes into consideration the digital identities of people as well as inanimate objects and entities.
The Known Traveller Digital Identity concept will fit in the broader digital identity standards and protocols defined in that

Forum project.

Decentralized ldentity Foundation

Decentralized Identity Foundation (DIF) is an open-source decentralized identity ecosystem that equips the decentralized
identity community with the protocols, tools and implementations necessary to create and validate identity attestation.

DIF furthers the ability of people, organizations and machines to have a single identifier akin to today’s DNS entries for
computers. Part of DIF’s work is to solve the “last mile” problem of associating the identifier with the human (or similar
characteristics of a thing). With these capabilities, users of blockchain-based systems will interact as a single, consistent
identity to which all their activity (value and information) will be linked and indexed. Users will have control over who gets to
access their information through granular access control for each piece of information. Counterparties to the user will be
able to verify that the data has not been tampered with and evaluate the attestations and the provenance of their origins.®”
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Recommendations

A. Act now

Pilot and develop iteratively

To demonstrate the feasibility of the Known Traveller Digital
Identity concept in a real-life environment, private- and
public-sector stakeholders must pilot the prototype, apply
iterative development methodologies to demonstrate its
value, seek continuous feedback from stakeholders and
adapt accordingly. An iterative approach will encourage the
necessary paradigm shift among stakeholders and establish
an environment for large-scale adoption.

Implementing partners should use the framework provided
to assess value-potential for all stakeholders and agree on
the measurements for success. Reviewing progress against
these measurements will help to identify which components
of the concept need further attention if related value

drivers are underperforming. Furthermore, the objective
demonstration of the value of the Known Traveller Digital
Identity concept for multiple stakeholders will reinforce the
rationale for adoption.
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Ensure inclusivity to drive scalability

Vast differences in infrastructure and resourcing for border
and travel security exist between nations. To accelerate
global scalability, it is imperative to pilot the intervention
across varying contexts with different groups of travellers.
Industry and government leaders should initiate pilot studies
in more locations to ensure tests include a reasonable range
of countries, geographies and economic levels. To support
this, public- and private-sector partners should collaborate
to develop a toolkit to empower decision-makers as they
launch additional pilots.

Continuously monitor new developments

It is essential for all public- and private-sector stakeholders
to continuously monitor new technological breakthroughs
and policy considerations and indicate their ability to
advance adherence to the design principles. A constant
tension between what has already been built and the “fit”
with new technological solutions is expected. Policy-makers
especially are advised to retain agility in their policy-making
to build upon regular learning without jeopardizing progress
and convergence.



B. Build momentum

Focus on traveller-centric design to accelerate adoption
Travellers are at the centre of the success of the Known
Traveller Digital Identity concept. Stakeholders must
understand the traveller’s intrinsic values and preferences
for a fit-for-purpose concept and show travellers the
benefits of adoption. With every technological or policy
development, stakeholders must consider a traveller-centric
design approach, which will ultimately make the Known
Traveller Digital Identity concept more appealing to the
broader aviation, travel and tourism industry. This, coupled
with targeted behaviour-change strategies, will provide the
incentive for travellers to become active partners in ensuring
security in travel.

Explore new business models

The determination of viable, sustainable and trusted
business models for delivering Known Traveller Digital
|[dentity capabilities and infrastructure upgrades can entice
the private and public sectors to participate in promoting
secure and seamless travel. There is increased opportunity
to use digital identity data, not only to improve security

but also to enhance service offerings. Additionally, new
models for managing and authenticating online identities
have developed organically. Innovation can be driven by
convenience for the customer, cost efficiencies for service
providers and greater return on investment via new income
streams for those public- and private-sector organizations
that choose to, or have already, invested in identity
management.

C. Sustain a supportive policy framework

Uphold standards and recommended practices

To maximize the exponential value and reach a critical mass
of users, the Known Traveller Digital Identity prototype
requires interoperability across geographies, policy
environments and industries. Industry leaders and public-
sector partners must maintain a technology-agnostic
approach as well as promote a recognized framework of
open standards and protocols. To map existing frameworks,
stakeholders should collate all existing standards that
govern the use of personal identity data and relevant
technologies, across the full travel-security environment.
Where gaps exist, stakeholders must continue to take the
lead in new thinking and work collaboratively with agencies
mandated to develop and maintain standards to ensure
appropriate evolution.

Develop advanced risk profiling to expedite the security
process

As the traveller is inclined to share more information as
part of their digital identity, data for analysis will become
available at a more granular level and allow for advanced
data analytics for security vetting and personalization. By
recognizing patterns, identifying correlations and using
advanced algorithms, agencies can create detailed insights
about the traveller. For example, a detailed risk profile of
one individual allows authorities to direct this traveller to

a specific security lane for intensified screening. This may
expedite the security process for most travellers by pre-

emptively removing the perceived threat from the pre-
vetted, low-risk traveller lane. The emergence of artificial
intelligence and machine learning extends the opportunities
to benefit from individual identity information. Stakeholders
across the financial services, insurance and technology
industries are well positioned to develop data analysis and
risk-modelling best practices on identities that could be
shared with government agencies for adaptation into their
sovereign risk-assessment processes.

Prioritize privacy and cybersecurity

Privacy and cybersecurity considerations remain at the
forefront of all stakeholder interests. Private- and public-
sector stakeholders must ensure the high integrity of
proposed security frameworks and technological concepts.
Consideration must be given to how the system will

adhere to or address statutory requirements for identity
management across countries and meet the approval

of privacy oversight bodies. Additionally, it is critical that
security features are properly communicated to those who
take it up — especially the travellers who entrust the systems
with their private, personal data.
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