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The European Data Protection Supervisor (EDPS) is an independent institution of the EU, 

responsible under Article 41(2) of Regulation 45/2001 ‘With respect to the processing of 

personal data… for ensuring that the fundamental rights and freedoms of natural persons, 

and in particular their right to privacy, are respected by the Community institutions and 

bodies’, and ‘…for advising Community institutions and bodies and data subjects on all 

matters concerning the processing of personal data’. Under Article 28(2) of Regulation 

45/2001, the Commission is required, 'when adopting a legislative Proposal relating to the 

protection of individuals' rights and freedoms with regard to the processing of personal 

data...', to consult the EDPS.  

 

He was appointed in December 2014 together with the Assistant Supervisor with the specific 

remit of being constructive and proactive. The EDPS published in March 2015 a five-year 

strategy setting out how he intends to implement this remit, and to be accountable for doing 

so.  

 

This Opinion relates to the EDPS' mission to advise the EU institutions on the data 

protection implications of their policies and foster accountable policymaking - in line with 

Action 9 of the EDPS Strategy: 'Facilitating responsible and informed policymaking'.  
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Executive Summary  

Data flows are global. The EU is bound by the Treaties and the Charter of Fundamental 

Rights of the European Union which protect all individuals in the EU. The EU is obliged to 

take all necessary steps to ensure the rights to privacy and to the protection of personal data 

are respected throughout all processing operations, including transfers. 

Since the revelations in 2013 of surveillance activities, the EU and its strategic partner the 

United States have been seeking to define a new set of standards, based on a system of self-

certification, for the transfer for commercial purposes to the U.S. of personal data sent from 

the EU. Like national data protection authorities in the EU, the EDPS recognises the value, in 

an era of global, instantaneous and unpredictable data flows, of a sustainable legal framework 

for commercial transfers of data between the EU and the U.S., which represent the biggest 

trading partnership in the world. However, this framework needs to fully reflect the shared 

democratic and individual rights-based values, which are expressed on the EU side in the 

Lisbon Treaty and the Charter of Fundamental Rights and on the U.S. side by the U.S. 

Constitution.  

The draft Privacy Shield may be a step in the right direction but as currently formulated it 

does not adequately include, in our view, all appropriate safeguards to protect the EU rights 

of the individual to privacy and data protection also with regard to judicial redress. 

Significant improvements are needed should the European Commission wish to adopt an 

adequacy decision. In particular, the EU should get additional reassurances in terms of 

necessity and proportionality, instead of legitimising routine access to transferred data by 

U.S. authorities on the basis of criteria having a legal basis in the recipient country, but not as 

such in the EU, as affirmed by the Treaties, EU rulings and constitutional traditions common 

to the Member States.  

Moreover, in an era of high hyperconnectivity and distributed networks, self-regulation by 

private organisations, as well as representation and commitments by public officials, may 

play a role in the short term whilst in the longer term they would not be sufficient to 

safeguard the rights and interests of individuals and fully satisfy the needs of a globalised 

digital world where many countries are now equipped with data protection rules. 

Therefore, a longer term solution would be welcome in the transatlantic dialogue, to also 

enact in binding federal law at least the main principles of the rights to be clearly and 

concisely identified, as is the case with other non EU countries which have been ‘strictly 

assessed’ as ensuring an adequate level of protection; what the CJEU in its Schrems judgment 

expressed as meaning ‘essentially equivalent’ to the standards applicable under EU law, and 

which according to the Article 29 Working Party, means containing 'the substance of the 

fundamental principles' of data protection.  

We take positive note of the increased transparency demonstrated by the U.S. authorities as to 

the use of the exception to the Privacy Shield principles for the purposes of law enforcement, 

national security and public interest.  

However, whereas the 2000 Safe Harbour Decision formally treated access for national 

security as an exception, the attention devoted in the Privacy Shield draft decision to access, 

filtering and analysis by law enforcement and intelligence of personal data transferred for 

commercial purposes indicates that the exception may have become the rule. In particular, the 

EDPS notes from the draft decision and its annexes that, notwithstanding recent trends to 

move from indiscriminate surveillance on a general basis to more targeted and selected 
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approaches, the scale of signals intelligence and the volume of data transferred from the EU, 

subject to potential collection and use once transferred and notably when in transit, may still 

be high and thus open to question.  

Although these practices may also relate to intelligence in other countries, and while we 

welcome the transparency of the U.S. authorities on this new reality, the current draft 

decision may legitimise this routine. We therefore encourage the European Commission to 

give a stronger signal: given the obligations incumbent on the EU under the Lisbon Treaty, 

access and use by public authorities of data transferred for commercial purposes, including 

when in transit, should only take place in exceptional circumstances and where indispensable 

for specified public interest purposes. 

On the provisions for transfers for commercial purposes, controllers should not be expected 

constantly to change compliance models. And yet the draft decision has been predicated on 

the existing EU legal framework, which will be superseded by Regulation (EU) 2016/679 

(General Data Protection Regulation) in May 2018, less than one year after the full 

implementation by controllers of the Privacy Shield. The GDPR creates and reinforces 

obligations on controllers which extend beyond the nine principles developed in the Privacy 

Shield. Regardless of any final changes to the draft, we recommend the European 

Commission to comprehensively assess the future perspectives since its first report, to timely 

identify relevant steps for longer term solutions to replace the Privacy Shield, if any, with 

more robust and stable legal frameworks to boost transatlantic relations. 

The EDPS therefore issues specific recommendations on the Privacy Shield. 
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THE EUROPEAN DATA PROTECTION SUPERVISOR, 

Having regard to the Treaty of the Functioning of the European Union, and in particular its 

Article 16,  

 

Having regard to the Charter of Fundamental Rights of the European Union, and in particular 

Articles 7 and 8 thereof,  

 

Having regard to Directive 95/46/EC of the European Parliament and of the Council of 24 

October 1995 on the protection of individuals with regard to the processing of personal data 

and on the free movement of such data (hereafter: the Directive), 

 

Having regard to Council Framework Decision 2008/977/JHA of 27 November 2008 on the 

protection of personal data processed in the framework of police and judicial cooperation in 

criminal matters,  

Having regard to Regulation (EC) No 45/2001 of the European Parliament and of the Council 

of 18 December 2000 on the protection of individuals with regard to the processing of 

personal data by the Community institutions and bodies and on the free movement of such 

data, and in particular Articles 28(2), 41(2) and 46(d) thereof,  

HAS ADOPTED THE FOLLOWING OPINION: 

 

I. INTRODUCTION  

On 6 October 2015, the Court of Justice of the European Union (hereafter: CJEU) 

invalidated
1
 the Decision on the adequacy of the Safe Harbour

2
. The European Commission 

reached a political agreement with the U.S. on 2 February 2016 on a new framework for 

transfers of personal data called "the EU-U.S. Privacy Shield" (hereafter: the Privacy Shield). 

On 29 February, the European Commission made public a draft decision on the adequacy of 

this new framework (hereafter: the draft decision)
3
 and its seven annexes, including the 

Privacy Shield principles and written representations and commitments by U.S. officials and 

authorities. The EDPS received the draft decision for consultation on 18 March this year.  

 

The EDPS has expressed his position on transfers of personal data between the EU and the 

U.S. on a number of occasions
4
 and has contributed to the Article 29 Working Party 

(hereafter: WP29) Opinion on the draft decision as a member of this group
5
. The WP29 has 

raised serious concerns and asked the European Commission to identify solutions to address 

them. The members of the WP29 expect that all the clarifications required in the Opinion will 

be provided
6
. On March 16, 27 non-profit organisations addressed their criticisms to the draft 

Decision in a letter addressed to EU and U.S. authorities
7
. On 26 May, the European 

Parliament adopted a resolution on transatlantic data flows
8
, which calls on the Commission 

to negotiate further improvements to the Privacy Shield arrangement with the U.S. 

Administration in the light of its current deficiencies
9
. 

 

As the independent advisor to the EU legislators under Regulation (EC) No. 45/2001, the 

EDPS is now issuing recommendations to the parties involved in the process, in particular the 

Commission. This advice is intended to be both principled and pragmatic, in view of 
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proactively helping the EU to achieve its objectives with adequate measures. It complements 

and underlines some, but not all, of the recommendations in the WP29 Opinion.  

 

The draft decision shows a number of improvements compared to the Safe Harbour Decision, 

in particular with respect to the principles for processing of data for commercial purposes. As 

regards access by public authorities to the data transferred under the Privacy Shield, we also 

welcome the involvement for the first time of the Department of Justice, the Department of 

State and the Office of the Director of National Intelligence in the negotiations. However, 

progress compared to the earlier Safe Harbour Decision is not in itself sufficient. The correct 

benchmark is not a previously invalidated decision, since the adequacy decision is to be 

based on the current EU legal framework (in particular, the Directive itself, Article 16 of the 

Treaty on the Functioning of the European Union as well as Articles 7 and 8 of the EU 

Charter of Fundamental Rights of the European Union, as interpreted by the CJEU). Article 

45 of the EU General Data Protection Regulation (hereafter: the GDPR)
10

 will provide new 

requirements for transfers of data based on an adequacy decision.  

 

Last year, the CJEU affirmed that the threshold for the adequacy assessment is "essential 

equivalence" and demanded a strict assessment against this high standard
11

. Adequacy does 

not require adopting a framework which is identical to the one existing in the EU, but, taken 

as whole, the Privacy Shield and the U.S. legal order should cover all the key elements of the 

EU data protection framework. This requires both an overall assessment of the legal order 

and the examination of the most important elements of the EU data protection framework
12

. 

We assume that the assessment should be performed in global terms though respecting the 

essence of these elements. Moreover, because of the Treaty and the Charter, specific elements 

such as independent oversight and redress will need to be considered. 

 

In this regard, the EDPS is aware that many organisations on both sides of the Atlantic are 

waiting for the outcome on this adequacy decision. However, the consequences of a new 

invalidation by the CJEU in terms of legal uncertainty for data subjects and the burden, in 

particular for SMEs, may be high. Furthermore, if the draft decision is adopted and 

subsequently invalidated by the CJEU, any new adequacy arrangement would have to be 

negotiated under the GDPR. We therefore recommend a future-oriented approach, in view of 

the imminent date of full application of the GDPR two years from now.  

 

The draft decision is key for EU-U.S. relations, in a moment where they are also subject to 

trade and investment negotiations. Furthermore, many of the elements considered in our 

Opinion are indirectly relevant for both the Privacy Shield and other transfer tools, such as 

the Binding Corporate Rules (hereafter: BCRs) and Standard Contractual Clauses (hereafter: 

SCCs). It also has a global relevance, as many third countries will be closely following it 

against the background of the adoption of the new EU data protection framework.  

 

Therefore, we would welcome a general solution for EU-U.S. transfers provided that it is 

comprehensive and solid enough. This requires robust improvements in order to ensure 

sustainable long term respect for our fundamental rights and freedoms. Where adopted, upon 

the first assessment by the European Commission, the decision has to be timely reviewed to 

identify relevant steps for longer term solutions to replace a Privacy Shield with a more 

robust and stable legal framework to boost transatlantic relations. 

 

The EDPS also notes from the draft decision and its annexes that, notwithstanding recent 

trends to move from indiscriminate surveillance on a general basis to more targeted and 
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selected approaches, the scale of signals intelligence and the volume of data transferred from 

the EU subject to potential collection once transferred and notably when in transit, is likely to 

be still high and thus open to question.  

 

Although these practices may also relate to intelligence in other countries, and while we 

welcome the transparency of the U.S. authorities on this new reality, the current draft 

decision may be interpreted as legitimising this routine. The issue requires serious public 

democratic scrutiny. We therefore encourage the European Commission to give a stronger 

signal: given the obligations incumbent on the EU under the Lisbon Treaty, access and use by 

public authorities of data transferred for commercial purposes, including when in transit, 

should only take place as an exception and where indispensable for specified public interest 

purposes. 

 

Moreover, we note that essential representations relevant for the private lives of individuals 

in the EU appear to be only elaborated in important details in letters internal to U.S. 

authorities (for instance, statements concerning signals intelligence activities over 

transatlantic cables, if any)
13

. Although we do not question the authority of their 

distinguished authors, and understand that once published in the Official Journal and the 

Federal Register these representations will be considered as "written assurances" on the basis 

of which the EU assessment is made, we note on a general basis that the importance of some 

of them would deserve a higher legal value.  

  

Besides legislative change and international agreements
14

, additional practical solutions may 

be explored. Our Opinion aims at providing pragmatic advice in this regard.  

 

 

II. MAIN RECOMMENDATIONS  

1. Integrating all main data protection principles 

The draft decision states that the Privacy Shield as a whole ensures a level of protection that 

is essentially equivalent to the one guaranteed by the substantive basic principles of the 

Directive
15

. However, the current draft omits substantive details of some of these principles, 

relating in particular to data retention and automated processing. Other essential elements, 

such as the purpose limitation principle should be better clarified. The exceptions to the 

Privacy Shield requirements are also to be better specified. The draft decision does not fully 

explain how, even if taken as a whole, the Privacy Shield or the U.S. legal order could fill 

these gaps. As mentioned above, the Privacy Shield should therefore be amended to better 

integrate all main EU data protection principles
16

, as will be developed in section III.1 of this 

Opinion. In addition, the provisions addressing onward transfers, the right to access and the 

right to object should be improved. The EDPS would like to underline the WP29 

recommendations in this regard. 

 

2. Limiting derogations 

According to Annex II.I.5(a), the Privacy Shield principles can be limited to the extent 

necessary to meet national security, law enforcement or any public interest requirement. 

Annex II.I.5(b) also allows limitations of the principles if a statute, regulation or case law 

creates conflicting obligations or explicit authorisations, without any limitation on the 

purpose of such access. The purposes for which exceptions are allowed and the 
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requirement of a legal basis should be more precise in both (a) and (b). The EDPS notes 

that one of the reasons of the invalidation of the Safe Harbour Decision
17

 was the absence of 

findings on rules limiting interferences by U.S. authorities with the rights of the persons 

whose data are transferred from the EU. The Court has also required clear and precise rules 

limiting the scope and application of any interference with fundamental rights
18

. For the 

same reasons, Annex II.I.5(c) should better specify the purposes for which derogations 

are possible or be deleted. 

 

The EDPS welcomes the efforts towards increased transparency in the information provided 

by the Office of the Director of National Intelligence on access to data by U.S. authorities
19

. 

The EDPS also notes significant guidance in the Presidential Policy Directive 28 (hereafter: 

"PPD 28") against mass collection. However, PPD 28 allows the further processing of data 

collected in bulk to "facilitate targeted collection" and for at least six other purposes. In 

addition, while the draft decision states that signals intelligence may be collected exclusively 

where there is a foreign intelligence or counterintelligence purpose, the term "foreign 

intelligence" is broadly defined
20

. In addition, we assume that the conditions for access by 

U.S. authorities to personal data that "has been transferred"
21

 are different to those relating to 

access to personal data "to be transferred"
22

. We recommend nuancing recital 55 of the draft 

decision, which states that limitations on the access and use of personal data transferred under 

the EU-U.S. Privacy Shield for national security purposes are “clear”
23

.  

 

Although PPD 28 constitutes a positive development, it remains to be seen how further 

policy and legislative amendments, e.g. as regards Executive Order 12333, could help meet 

the adequacy requirements. The 2017 review of Section 702 FISA, which presently does 

not appear to require the government to identify particular targets or give the Foreign 

Intelligence Surveillance Court a rationale for individual targeting
24

, could also be a good 

opportunity in this regard.  

 

3. Improving redress and oversight mechanisms  

As stated by the WP29, in order to improve the redress mechanism proposed in the national 

security area, the role of the Ombudsperson should also be further developed, so that she is 

able to act independently not only from the intelligence community but also from any other 

authority
25

. In practical terms, the possibility of reporting directly to Congress could be one 

option in this regard.  

 

We recommend that the European Commission seek more specific commitments that the 

requests for information and cooperation from the Ombudsperson, as well as her 

decisions and recommendations, will be effectively respected and implemented by all 

competent agencies and bodies. Further commitments from U.S. authorities ensuring 

increased cooperation between the different oversight layers would also be welcome. The 

appropriate oversight bodies, in particular the Inspectors-General concerned, could commit to 

prioritise coordination with the Ombudsperson. Her case-by-case analysis of complaints 

could better take into account the on-going assessment by the PCLOB of the U.S. legal bases 

for surveillance and its recommendations.  

 

The EDPS notes that these bodies have the role of overseeing compliance with U.S. statutes, 

rules and case law, which leads to differences in the level of protection to U.S. and non U.S. 

persons and which allow processing by U.S. authorities; this appears not to be "essentially 

equivalent" to the derogations provided in the EU data protection framework
26

. We would 
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encourage the European Commission to explore the feasibility of involving EU 

representatives in (a) the assessment of the results of the oversight system for processing 

by U.S. authorities of personal data that have been transferred from the EU and (b) 

notification of certain categories of personal data to be processed by U.S. authorities, in 

particular where such processing may raise fundamental rights concerns. This involvement 

could even take the form of a panel including trusted third party high level representatives 

from one or more EU parliamentary committees and/or national oversight mechanisms on 

intelligence, and/or EU or national high courts and/or data protection authorities (hereafter: 

DPA).  

 

The solutions proposed by the Commission under the EU-U.S. agreement on the processing 

and transfer of financial messaging data (hereafter: "TFTP") have been a precedent; in 

particular, as regards authorisation by a judicial authority before certain requests by U.S. 

authorities may be responded to
27

. The initial TFTP arrangement also included supervision 

by an EU judge of the further processing of the data
28

. EU DPAs are also currently involved 

in the oversight of the way U.S. requests are handled
29

. Useful examples can also be found in 

some EU Member States where national intelligence activities are subject to DPA 

jurisdiction
30

. In this regard, the notification of the categories of personal data to be 

processed by U.S. authorities to a panel including an independent authority from the EU, in 

particular where the processing may raise concerns according to EU standards, could help 

alleviating concerns. 

 

III. ADDITIONAL RECOMMENDATIONS  

1. Provisions on transfers for commercial purposes 

Fully integrating the data minimisation and data retention principles  

The EDPS recommends modifying Annex II to more clearly prohibit keeping personal data 

in a form which permits identification of data subjects for longer than necessary for the 

purposes for which the data were collected or further processed. Such an obligation is an 

essential principle of data protection law, since it ensures that no personal data are processed 

for longer than needed and thus would require certified organisations to establish a data 

retention policy
31

.  

 

Annex II.II.5 of the draft decision states that “personal information must be limited to the 

information that is relevant for the purposes of processing”. The EDPS recommends, in 

compliance with the data minimisation principle adding the requirement that personal 

information be adequate and not excessive or limited to the information that is necessary 

for the purposes for which they are collected and/or further processed
32

. 

 

Adding safeguards as regards automated processing 

In Annex II a principle should be added containing measures to safeguard the legitimate 

interests of individuals where they are subject to a decision which produces legal effects 

concerning them or significantly affects them and which is based solely on automated 

processing of data intended to evaluate certain personal aspects relating to them, such as 

their performance at work, creditworthiness, reliability, conduct, etc. Such safeguards could 

include allowing them to obtain human intervention on the part of the controller, to express 

their point of view and to contest the decision, and to obtain information about the logic 
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underpinning the processing. Inspiration could also be drawn from Article 15 of the Umbrella 

agreement
33

. 

 

Clarifying the purpose limitation principle  

As the WP29 has noted, terms such as "different purposes", "materially different" purposes, 

or “a use that is not consistent with” which recur in the draft decision are not clear and may 

cause misunderstandings
34

. The EDPS recommends streamlining the concepts used around 

the notion of "purpose". Preferably, the term "(in)compatible purpose" should be used 

throughout the document. In any case, it should be specified that "materially different" 

purposes for which data may be further processed should be compatible with the purposes for 

which the data were initially collected.  

 

Further use for marketing purposes of personal data initially processed for medical or 

pharmaceutical research or for human resources purposes should in any case not be 

considered as compatible with the initial purpose. Therefore, the references to such 

possibility in supplemental principles 9(b)(i) and 14(b)(i) should be deleted. 

 

Limiting exceptions  

The numerous exceptions to the Privacy Shield principles
35

 may make it difficult for 

organisations, data subjects and DPAs to determine whether specific types of processing are 

covered. This is particularly important as commercial transfers not covered by the draft 

decision will need to be covered by other tools (e.g. BCRs, SCCs). The scope of these 

exceptions should therefore be clearly stated in detail in the draft decision to ensure legal 

certainty. In addition, some of them can be problematic since they may contradict the key 

requirements of the EU data protection legislation.  

 

This also applies to "journalistic material"
36

, which is completely exempted from the 

requirements of the Privacy Shield principles. However there is an obligation to balance the 

right of freedom of expression with the rights of privacy and data protection, both under the 

Charter and in accordance with the Directive as interpreted by the CJEU, in particular the 

Google Spain
37

 and the Satamedia
38

 rulings
39

. We therefore recommend replacing  this 

general exemption by particular derogations to certain requirements
40

 only where they are 

necessary to reconcile the rights to privacy and data protection with the rules governing 

freedom of expression and where this "journalistic material" is to be used for journalistic 

purposes.  

 

Improving redress and oversight  

As regards oversight of the transfers for commercial purposes, despite positive changes, we 

still recommend an outcome where U.S. authorities will systematically and effectively 

monitor compliance with the Privacy Shield principles. For instance, the draft decision 

could be complemented to highlight how on-site visits or inspections on the premises of self-

certified organisations to investigate compliance with the Privacy Shield principles will be 

conducted
 41

. Regarding the "Operation of DPA Panels"
42

, the text should be more precise on 

the manner this panel will function compared to the panel established by the Safe Harbour. 

We assume that the positive elements of previous experiences may be preserved. In the light 

of recent developments on U.S. enforcement, we also recommend clarification of the 

respective roles of the FCC and the FTC over broadband internet service providers.  
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The draft decision should also assess the means which are effective in practice for individuals 

whose data have been transferred under the Privacy Shield to bring cases to U.S. Courts. 

Whilst the plurality of avenues for individuals to seek redress at federal and State level 

demonstrates the willingness to offer effective redress mechanisms for individuals, this is 

offset by the complexity of the system. In order to facilitate direct access for individuals to 

independent redress, and taking into account the complexity of the mechanisms proposed, we 

recommend improving the system building on the voluntary option for certified organisations 

insofar as they process data which has been transferred in accordance with the Privacy 

Shield, to be subject to supervision by DPAs, so as to benefit from their expertise with 

regard to processing of personal data. In this regard, the WP29 has also recommended that 

privacy policies include the possibility for EU individuals to bring claims for damages in the 

EU
43

. 

2. Recommendations regarding access by U.S. authorities  

 

The draft decision states that taken as a whole, the oversight and recourse mechanisms 

provided offer legal remedies to the data subject to gain access to his/her personal data and to 

request their rectification or erasure
44

. However, the draft decision does not fully assess the 

possibilities for individuals to exercise their rights of access, rectification or erasure 

concerning data collected or accessed by public authorities for purposes other than national 

security (e.g. law enforcement or other "public interest" purposes)
45

. This require precise 

clarifications in the decision. In this regard, the EDPS notes that the recently adopted Judicial 

Redress Act
46

 only applies to "records" transferred from public or private entities of the 

covered countries (i.e. the EU) directly to U.S. public authorities
47

. This excludes personal 

data transferred between private entities under the Privacy Shield and subsequently requested 

or accessed by U.S. authorities.  

 

The EDPS notes that several levels of oversight and redress are available in the U.S., but 

even taken as a whole they do not appear to cover adequately all instances where government 

may access personal data. Furthermore, non U.S. persons do not always enjoy the same rights 

as U.S. persons under U.S. Constitution, laws and regulations. The actual relevance of these 

oversight and redress mechanisms for the Privacy Shield is therefore limited. Additional 

safeguards for independent supervision and redress are therefore needed in the case of 

access for law enforcement and other public interests purposes.  
 

3. Assessing the impact of other relevant statutes and rules 

All rules applicable to data transferred from the EU to the U.S. under the draft decision 

should be assessed in the light of the many exceptions from the application of the Privacy 

Shield principles applying to processing for commercial purposes or where other rules may 

interfere with these principles. This assessment should include U.S. federal and state laws 

allowing access for public interest purposes other than national security and law 

enforcement, and other laws and regulations with an impact on the protection of personal 

data
48

. The assessment should also include relevant international commitments in particular 

those providing for access to or transfers by public authorities of personal data initially 

processed for commercial purposes.  
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4. A meaningful review 

As required by the WP29, the joint review of the application of the Privacy Shield should not 

only include meetings with public and private entities but also on-the-spot verifications. The 

review should not be limited to the commercial part of the draft decision, but should also 

cover access by U.S. authorities to the data transferred under the Privacy Shield. This 

should be specified in the draft decision. The draft decision should also mention that the 

conclusions and findings at least of EU DPAs will be reflected in the report of the joint 

review. 

 

5. Interaction with the GDPR 

As mentioned above, any solution for transfers between the EU and the U.S. affording some 

stability should take into account the new EU data protection framework. This is essential to 

provide a consistent level of protection and legal certainty with regard to the main principles 

of the EU data protection framework, not only in the short term but also in the medium and 

long term. In particular, the draft decision should also consider new elements of the GDPR 

which are not present in the Directive, such as the principles of privacy by design, privacy 

by default, or data portability. The EDPS notes that the GDPR also provides clearer and 

more detailed criteria for adequacy decisions, including the existence and effective 

functioning of independent supervisory authorities in the third country in question
49

. 

 

Finally, the GDPR innovates the scope of application of the EU data protection framework. 

Controllers or processors not established in the EU will be subject to EU rules as long as their 

processing activities are related to the offering of goods and services to individuals in the EU 

or the monitoring of their behaviour. In those cases, certification under the Privacy Shield 

will not exempt certified organisations from the application of the EU data protection legal 

framework if they fall within its new scope. In such case, the EU legal framework will prevail 

over the Privacy Shield principles and such organisations will be required to comply directly 

with the GDPR. 
 

 

IV. CONCLUSION 

The EDPS welcomes the efforts shown by the parties to find a solution for transfers of 

personal data from the EU to the U.S. for commercial purposes under a system of self-

certification. However, robust improvements are needed in order to achieve a solid 

framework, stable in the long term.  

 

 

Done in Brussels, 30 May 2016 

 

(signed) 

Giovanni BUTTARELLI 
 

European Data Protection Supervisor 
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